Almende is a Dutch SME based
in Rotterdam, with over 20 years
participating and leading R&D

a lm e n d e projects around the topics of
_s¥k self-organization and complex systems.

ORGANIZING NETWORKS Our expertise is in software architecture and
development, Al, and data analytics.

Civil Security for Society

We are looking to collaborate in projects around the following topics:

1. Realtime Tracking, Monitoring and Data Analysis; in recent years, tools based
on satellite images, smart dust, low-power communication hubs and dynamic
ad-hoc topologies of ruggedized network and edge computing devices have
been gaining ground for situational awareness. These can run into problems
when working in crowded areas and/or disaster environments where the
infrastructure is compromised. Almende would like to investigate combining
the different solution elements in a self-organizing fashion to combat these
challenges.

2. Adaptive Disaster Management; the disaster management of the future
requires new paradigms based on our vision on self-organisation: anchored in
day-to-day operation to ensure a seamless operation when crisis situations
arise; applying adaptive protocols and schemes for swift ad-hoc team formation
and workflow management; and incorporating customized orchestrations of
technological tools and solutions on-demand. Almende seeks for opportunities
to combine these ingredients into one holistic framework.

% « ‘ resilient solutions for civil s_ecurity con_sists of enabling communities of citizens
) \/ in general or professionals in various fields. There is a great untapped potential
- zs/yf in the collection and use of data by citizens, through sensors installed around
‘ the home or wearables worn on the body for informed detection and perhaps
even prediction of incidents. Of course, such applications should be effectively
combined with well-managed personal data vaults to ensure privacy and GDPR

compliance.

/X 3. Community-supported Incident Detection; the final ingredient in providing

are not just limited to the physical domain - cybersecurity is a concern
addressed by us in the domain of DevOps, blockchain and secure digital
identity. We want to utilize the same decentralized approaches in the virtual

® e e 4. Network- and community-based cybersecurity strategies; the topics above
ge\?ﬁa

\% \

® ®

[ Y [ space as well, to increase digital security and resilience.

The table on the next page shows the concrete = A
calls that we have identified within the Horizon - \ Jan Kraaijeveld

Europe Framework Programma - Cluster Civil Senior consultant
Security for Society, which match with our .
ideas. Beyond these, we are
nonetheless open to other +31 (0)6 383 93317

collaborations as well. g jan@almende.org
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CALL

TITLE

TOPICS

HORIZON-CL3-2021-
FCT-01-07

Improved preparedness on attacks to public
spaces

1,23

HORIZON-CL3-2021-
FCT-01-09

Fight against organised environmental crime

Enhanced fight against the abuse of online 4
HORIZON-CL3-2022- gaming culture by extremists
FCT-01-03
HORIZON-CL3-2022 Public spaces are protected while respecting | 3

) ) ; privacy and avoiding mass surveillance

FCT-01-04

Effective fight against illicit drugs production |13
SOl el eyt and trafficking
FCT-01-06
HORIZON-CL3-2022- Improyeql underwater detgghon and control e
BM-01-01 capabilities to protect maritime areas and sea

o harbours

Improved preparedness and response for 123
INFRAO1 large-scale disruptions of European

infrastructures

European infrastructures and their autonomy | 7 2
HORIZON-CL3-2021- safeguarded against systemic risks
INFRA-01-01
HORIZON-CL3-2021- Egigreeriilgsrastructu re resilience in case of 4
INFRA-01-02

Improved security in open-source and 4
HORIZON-CL3-2021- open-specification hardware for connected
Cs-01-02 devices
HORIZON-CL3-2021- Al for cybersecurity reinforcement 4
CS-01-03

Scalable privacy-preserving technologies for 3 4
HORIZON-CL3-2021- cross-border federated computation in
CS-01-04 Europe involving personal data

Improved monitoring of threats, intrusion 14
HORIZON-CL3-2022- detection and response in complex and '
CS-01-01 heterogeneous digital systems and

infrastructures

Trustworthy methodologies, tools and data 4
HORIZON-CL3-2022- security “by design” for dynamic testing of
CS-01-02 potentially vulnerable, insecure hardware and

software components
HORIZON-CL3-2022- Development an.d valid.a'.cion.mC processes and | 7 4
CS-01-04 tools used for agile certification of ICT

products, ICT services and ICT processes

Integrated Disaster Risk Reduction for 2

HORIZON-CL3-2021-
DRS-01-02

extreme climate events: from early warning
systems to long term adaptation and
resilience building
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CALL

TITLE

TOPICS

HORIZON-CL3-2022-
DRS-01-01

Enhanced citizen preparedness in the event
of a disaster or crisis-related emergency

2,3

HORIZON-CL3-2022-
DRS-01-03

Improved quality assurance / quality control of
data used in decision-making related to risk
management of natural hazards, accidents
and CBRN events

HORIZON-CL3-2022- Imprqved impact forecas'glng and early 2,3
DRS-01-05 warning systems supporting the rapid
M deployment of first responders in vulnerable
areas
HORIZON-CL3-2022- Improved disaster risk pricing assessment 1
DRS-01-06
Enhanced situational awareness and 1,2
HORIZON-CL3-2022- preparedness of first responders and
DRS-01-08 improved capacities to minimize
time-to-react in urban areas in the case of
CBRN-E-related events
HORIZON-CL3-2022- Enha nce.d'ca pacities of first respond.ers. for 2
DRS-01-09 more efficient rescue operations of victims
and decontamination of infrastructures in the
case of a CBRN-E event
HORIZON-CL3-2021- Demand-led innovation for situation 2,3

SSRI-01-04

awareness in civil protection

* topics marked as ‘etc’ do not correspond directly to our current research topics, but do align with work we have

done in the past.
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